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ABSTRACT

In this paper, we search integral distinguishers of lightweight block cipher PIPO and propose a key recovery attack on
8-round PIPO-64/128 with the obtained 6-round distinguishers. The lightweight block cipher PIPO proposed in ICISC 2020 is
designed to provide the efficient implementation of high-order masking for side-channel attack resistance. In the proposal,
various attacks such as differential and linear cryptanalyses were applied to show the sufficient security strength. However,
the designers leave integral attack to be conducted and only show that it is unlikely for PIPO to have integral distinguishers
longer than 5-round PIPO without further analysis on Division Property. In this paper, we search integral distinguishers of
PIPO using a MILP-aided Division Property search method. Our search can show that there exist 6-round integral

distinguishers, which is different from what the designers insist. We also consider linear operation on input and output of
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distinguisher, respectively, and manage to obtain totally 136 6-round integral distinguishers. Finally, we present an 8-round

PIPO-64/128 key recovery attack with time complexity
distinguishers among the entire obtained distinguishers.

2124.5849

and memory complexity of 2% with four 6-round integral

Keywords: Integral Attack, PIPO, Division Property, MILP Modeling, Linear combination
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Table 1. Comparison of cryptanalyses on PIPO-64/128

Best Key

Cryptanalysis Dist. ROty Ref
Differential 6-Round  9-Round
Linear 6-Round  9-Round
Impossible R R
differential 4-Round  6-Round (2)
Boomerang R R
/Rectangle 6-Round  8-Round
Meet-in R R
the-Middle 6-Round  6-Round
Integral 6-Round 8-Round This
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Fig. 3. Algorithm to calculate DPTf[k]

2 E k€K tal, K' < DPT[K
(s, DPTf[ 1= 72 DPT9] k32 oJvldit})

webx, B8 wd7] skol| Wi E343 F9
2 £330 9l/EY vnjA Z2u)E
] =33 %v}. e, E54E Eyel df
719} vy sk AR Qs ddeis 2E
PTe| #42 %ﬂﬂ‘}t}. olel wh} AEEA
TARHI A EEekse
o] tul EEHEI AgE A5}
skell el W5 (5, A ehes A7
o] evfehe WEsHe) QU THAE
Ho] dubrjo]r},
tu)d z2ujEe] duls A3 ke KolA K e
Ko hjgoz 2 4 glor Ay dﬁl?ﬂ 23
gle] Agts shte] Adow vekd 4 9lch (5]
ol A= olelgh AlE tulA EHI%ME} Aokl e
W I AHeE v 2

o, off
f
L—Ll

o M
2

. fo
4

2

N

A

rﬁa—HrEL
N

rlr E‘:‘_‘ =)

[
et

Aol 3 (il Ed)(5). &5 45 ol i-
A 2ee 34E f, ighE Fo ey Z2

HEE Dy 2k sk &, 27] uld Z29Ert
D"W&la 7P o ohgo] AlQlS bl

{k}:= KOA]K ﬁKé LK (3)
fi

ZrH o R kSE = 3

&
>
o,
2
e
i)
AU
=
rN

7 Jfssicka gl ek

€ Ky <K, > K 7F BE > 1o tsl kj_lﬁki

% ﬂ'é‘{ﬂ":{j, (k07k17"'7k,-)§‘ T’_E}T%E E/H//‘E’, EE’/
goe} g},

z2e7} Dy Dpd W K EK S et

® 43 FHe4e Huld EdYL. P fiF)—
Fpel s, web beDPT )% wEshd alp

g o] vulA Eddett =3, copy, xor 3
& copy(zy) = (xgx0) 9t zor(zy,z,) = (z,Dx,) |



5 PIPO?] MILP-Aided Hu|A Z29¥] 4 2 2z 34

Table 2. Division Trail of Copy, Xor

Rule Operation Division Trail
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Algorithm 2. Extended Integral Distinguisher Search

Input : (r—2) round MILP mode! o, linear transformation L.
Output : A set S of extended integral distinguishers

1. S=g
2 Ky, = DPTg 0 [11111110]
3. K, = {1tk | | | 11111111k EF | k€K, }
4. K, = P(K,) //P : P-layer funtion
5. for j from 0 to 7 do:
6. U=g //Step 1
7. for k in K, do: //r=2 round trail search from 2 to r-1
8. for A in Fy\ {0}. do:
9. if X not in U do:
10. M =M
1. M .con= a’ =k
12. M .cone= arf,?:{)‘ ifi=j
*ot 0 else
13. if M’ has not feasible solution do:
14, U< (N IXN>A)
15. for Ay in FA{0} do: //Step 2
16. Compute ANFAM, s
17. if ANF)\M,%QU=® do:
18. S & (j.h)

19. Return S

- line 2-3. Compue (S » L. ) DPT to calculate the division property K, after 1-round.

- line 5. Search whether the distinguishers exist on output of r—round j-th Sbox

A

- line 6. For input = of j—th Sbox, U is a set of A where xor-sum of z”* is unknown

- line 7-14. To distinguish xor-sum of z*

, search a division trail from K, to Ollx
If there is a trail from K, to OlA, add X" into U since xor-sum of & is unknown for all A" > A
- line 15-18. Calculate ANF of A, * S5 to see if there is a monomial of which xor-sum is unknown

If not, the linear transformation A,,, * S5 of j—th Sbox output is balanced bit.

Fig. 5. Extended Intergral Distinguisher Search Algorithm
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V. Integral Distinguisher of PIPO
5.1 QIO THX} EfA 2}

M} MMZ o) gslo] MILP e ME F
AY ¥, STRF 28 Healel 6-2hes Ao
FEAE A7 gAPeh B Rt Gurobi
MILP Solver® AM&-3st9ler, e A¥S AMD
Ryzen Threadripper 3970X CPU @3.7GHz,
256G RAM, Ubuntu 20.04.1 LTS x86_64 3t
ZdellA A= ik,

Table 4. 136 integral distinguishers of 6-round PIPO with o

Constant Balanced 6-Round ALetruet Constant Balanced 6-Round Aot
input bit output bit input bit output bit
xr .
Zo14iDT1 04+ DTe 2+ 5,0+i
x .
5,7 +i
L1 P11 DT,
L0+ DT 74 DT6 14 v
b DT, oy, DTs s
0,3+ 1.2+ 6,4+
o ! A 214 DT o1 DTg oy v
T DL .. DL Lo+ DT+ DTg 34 v
T @ZL‘ 0,4+1 1,3+ 6,5+1 T X
6,0+ D30+ 7.0+
B34 DT 54 DTe 4y v
Torr; DTy 40, DTy 45
0,5+ 14+ 6,6+
' ! ' 2oy DTy 5 DEesy, v
To5+i DT g+ DT 644 v
Zo64 DTy 51 Do 7y o o b
Zo61 DTy 51DTs7e, v
Ty DT 61, P
0,7+ DT16+i DLe0+;
Zo74; DT 64 Do o4 v

The addition + in each subscript denotes addition modular 8.
v refers to a distinguisher that also can be searched throught ",
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9} L wento g2 73r53s vjEV) 9] o Table 6. 4-distinguishers used for attack
o Algket vpo g 7 2= oAk HALE gAY ) Bits for partial
S o o no. Balanced bit .
& 4= gl decryption
1 $65,0 sk 0
Table 5. Integral distinguisher search results 2 5865,7 5k/1
6 6 6 1 ol ol
oo Longest Round ¢ Olblizined Time ° -"360,0691561,7@336671 ék’O'bk’Lékﬁ
Modeling | "¢ 6-R Dist. 4 28 Dl (Db, | sK sk sk
MM 6-round 136 7.25h
M 6-round 64 16.5h 522 2 ALzl

5.2 8-Round Key-Recovery Attack

2 el 51004 AAg 6= <l
g EAE olgde]l  selerz 4
PIPO-64/1289] 7] & 342 #3a}

7k Qe Ak 20 FEE ol gslnz,
dole] BAES gla & FEAL Agshe
o PEAE Addt B 3
{EF ay =0} 9} old sgahe= 1
A HE Bes) A dgsk 715 g A
A7) 18l afel FEAkE Adeslelon $4 3
QoA okl 7] WEe ALea.
- ' : PIPO-64/1289] i-g}e-& 39| grE
- X' iEhE o] gAE W
- IXTD A X e
- Pl P-layer 94t
- Sk’j : Pil(](1)*7j

5.2.1 Partial-Sum Technique

Partial-sum Techniquee FSE 200094 ¢
3 Rijndael®] #4& 93 H52=2 A=A
(15). Partial-sum Technique 2E 7] H|E

FEeht o] ohlel 7] AR FEo] ¥

de

o S

Sh
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o
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-
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o
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=
N

Algorithm 3. Key—Recovery Attack on
8—Round PIPO—64/128

for each K in F*:

for each j in Fy:
for 4 in [0,1,6,7]:
table;[j1=0
for each z in Xj:
c=D\(z,K))
for 4 in [0,1,6,7]:
table; [Pil(c)*’i] d=1
for each 32-bit sk'y || sk'y || sk’ || sk';:
for 4 in [0,1,6,7]:
XS, ={S Y (jDsk,) | table,[j] =1}
if Xor-sum of each balance-bit = 0:
13. remove (K, sk'y, sk'y, sk, sk'y)in CK

—

© 0O N o Ok~ W N

—_ . a
n = o

- line 11. Partial decryption process of
i—th Sbox in 7-round
- line 13. Since it is a wrong key, remove it

from the candidate key set CK(EIF%’)

Fig. 6. Key-Recovery attack on 8-round
PIPO-64/128
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Table 7. Complexity of attack

Data
(Plaintext)

Time Memory
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8 2124.5849 263 293
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